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Email phishing scams/fraud 
 

Summary:  There have been many universities experi-
encing spear phishing attacks in which criminals sent 
email messages designed to trick recipients into revealing 
university passwords.  In two recent incidents at universi-
ties in the US, staff provided passwords that enabled sus-
pects to re-direct employee pay deposits or obtain Social 
Security numbers, which could result in identity theft. 

Suspects:  Likely overseas destinations 

Remember: 

Never use your ASU password for non ASU accounts. 

Use a different and strong password for each account. 

Never share your password with others. 

Never respond to an email for private personal information 

 

If you have any information concerning this 

incident, please call ASU Police Department im-

mediately .   

ARIZONA  STATE  UNIVERSITY  POLICE  DEPARTMENT  

Crime Alert 
Personal Safety Tips: 

 
If you see someone or 

something suspicious, call the 
ASU Police Department 
immediately to report it. 

 
Be alert for subjects loitering in 

an area with no particular 
purpose.     

 
Keep your cell phone available 
and consider adding the ASU 

Police non-emergency number 
to your speed dial:  

(480) 965-3456 
 

Report incidents that affect your 
community, even though you 

may not be the victim.   
 

Join Us In Partnership 

325 E. Apache Blvd.,  

Tempe, AZ 85287-1812 

For Emergencies Dial 9-1-1 
 

For Non-Emergencies, dial: 
 

Tempe Campus: 480-965-3456 
 

Downtown Phoenix: 602-496-3456 
 

Polytechnic: 480-727-3456  
 

West Campus: 602-543-3456 
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