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ABSTRACT
As in many academic computer labs and classrooms, we face the issues of furnishing a solid MS Windows environment that provides a variety of features and services.  Currently, ASU East Information Technology’s (ASUE IT) Academic Computing Team is in the process of migrating from generic Windows 2000 user accounts to individual Kerberos based user accounts that work with Windows 2000 and XP.  The University centrally maintains these user accounts, so this further integrates ASU East’s computer labs with the other two ASU Campuses.  Even though ASU East’s enrollment is 2520, we have a potential of 50,000 possible users because of the other campuses.  This prompted the creation of a robust XP/2000 environment.

This document describes how this XP/2000 environment works.  It explains the technical process from start to finish, the issues that were overcome when developing it, the experiences of the customers, and the pluses and deltas of this environment.  Also, it compares the current robust environment to the older, leaner environment under Windows NT 4.  

The dynamics of East’s Windows XP/2000 Academic Computing Site Build consists of Kerberos Authentication for individual user accounts, a Dynamic Profile, Windows 2000 Active Directory with Group Policies, VB Logon and Logoff Scripts, AFS File Space, KeyServer, and PC-Rdist.  On older computers, it takes the customer about five minutes from cold boot to up and running.  Under NT4, ASU East used generic accounts, but with a user specific AFS user drive mounted.  Also, we used a login script, a mandatory profile, a system policy from the server, KeyServer, and PC-Rdist.  It took customers up to three minutes from cold boot to up and running.  Are the benefits gained by the robust nature of the XP/2000 configuration worth the increased boot and login times?  Can going back and using older methods improve it?
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1. INTRODUCTION

A couple months ago, in February of 2002, I worked on a friend’s Pentium 90 MHz computer that was fully loaded with software, running Windows 95, and Office 97.  It amazed me how fast it booted and logged in, so I launched Word 97.  Word launched really fast, so I ran a test.  I booted my laptop (a Pentium III 600 MHz), logged in, and launched Word 2000.  It took over three times as long to get from a cold boot to up and running as on the Windows 95 computer.  Word 97 launched about four times faster on the Pentium 90.  

I wondered if we lost something by Windows being more complex.  Particularly, ASUE IT received complaints from the faculty we support while using lectern instruction computers (these have the same software build as the student lab and classroom computers) because they took about five minutes from when they cold booted, logged on, and launched Word 2000 or PowerPoint 2000.  Moreover, I wondered what ASUE IT could do to make this better?  Let’s compare three computer lab workstation configurations to see.
2. THE SIMPLER NT4 ENVIRONMENT

Table 1. Windows NT 4 Environment Statistics
In production at ASU East from 1998 to 2001

	Number of Major Programs (Office, Photoshop, etc.)
	Approx. 40

	
	

	Processor Speed at Time of Deployment
	Minimum 133 MHz

Maximum 400 MHz

	Hard Drive Space at Time of Deployment
	Minimum 2.0 GB

Maximum 6.0 GB

	RAM at Time of Deployment
	Minimum 64 MB

Maximum 256 MB




Table 2. Windows NT 4 Environment Statistics Continued
	Policy File Size
	300 KB

	Imported Registry File Size
	712 KB

	Total Profile Size
	2.31 MB

510 Files, 139 Folders

	Mostly Server Based or Local
	Server Based

	Ntuser File Size
	1.02 MB

	Application Data Folder Size
	2.36 MB

43 Files, 24 Folders

	
	

	Boot Time
	45 seconds

	Logon Time
	1 minute, 15 seconds

	Total Time from Boot to Logged on
	2 minutes

	
	

	Windows Folder Size
	487 MB

4139 Files, 311 Folders

	Application Folder Size
	2.36 MB

43 Files, 24 Folders

	
	

	Total Size on Hard Drive
	2.5 GB


Let’s take a look at what the Windows NT 4 build did from startup to shutdown.  First, it boots and goes to the CTRL + ALT + Delete Screen.  During the boot process, it starts system services including the AFS Client Service, but does not apply a Group Policy or run startup scripts.  This whole process takes approximately 35 seconds.  Next, the customer logs on using a generic account that accesses a mandatory profile on the Domain Controller.  During this process, the computer applies the Mandatory Profile that defines the look and feel of the Windows Desktop and Windows Explorer, reads the 300 KB server based System Policy, a login script runs that maps user printers and mounts file shares, and the login script applies a 712 KB registry update file.  Next, three startup programs run including a program that is an ASU User Login Screen.  Customers use this to log in to mount their AFS user space.  After this, the customers are successful logged on.  The process from CTRL + ALT + Delete to successful logon to display the Desktop took approximately one minute and fifteen seconds.  It took the user approximately two minutes to boot the computer and log on successfully to use it.

The NT4 build was efficient at managing user settings because of the Mandatory Profile.  All profile settings were server based and served from one location.  This made it easy to add a last minute icon or other change to the Desktop or Start Menu.  Also, it made it easy to change settings such as the Desktop Color.  For example, ASUE IT changed the Desktop Color on holidays to entertain customers.  On St. Patrick’s Day, we changed the Desktop Color from the standard blue to green.

3. 
THE WINDOWS 2000 PROFESSIONAL ENVIRONMENT

Table 2. Windows 2000 Environment Statistics
Used in Production at ASU East from 2001 to 2002

	Number of Major Programs (Office, Photoshop, etc.)
	69

	
	

	Processor Speed at Time of Deployment
	Minimum 350 MHz

Maximum 2.0 GHz

	Hard Drive Space at Time of Deployment
	Minimum 4.0 GB

Maximum 80 GB

	RAM at Time of Deployment
	Minimum 128 MB

Maximum 512 MB

	
	

	Policy File Size
	1.12 MB

	Imported Registry File Size
	333 KB

	Total Profile Size
	6.1 MB

398 Files, 137 Folders

	Mostly Server Based or Local
	Mixed, but mostly local

	Ntuser File Size
	1.36 MB

	Application Data Folder Size
	5.49 MB

257 Files, 86 Folders

	
	

	Boot Time
	2 minutes, 15 seconds

	Logon Time
	2 minutes, 30 seconds

	Total Time from Boot to Logged on
	4 minutes, 45 seconds

	
	

	Windows Folder Size
	1.21 GB

10473 Files, 488 Folders

	Application Folder Size
	5.49 MB

257 Files, 86 Folders

	
	

	Total Size on Hard Drive
	4.13 GB


The Windows 2000 Professional lab environment was the ultimate transition away from proven methods used in NT 4.  Windows 2000 uses Group Policy with Active Directory instead of a System Policy.  Also, ASU’s Windows 2000 Active Directory Implementation Project, that this build was affected by, mandated that ASUE IT could only apply settings to computers, not users.  All this presented many challenges and increased system operation overhead.  The Group Policy (GPO) was much more robust than the System Policy (our GPO’s file size was 1.12MB compared to our NT4 System Policy that was only 300 KB).  Even though Group Policy required more overhead, it gave us the ability to easily lock down a system and change fine settings such as the Active Desktop web page and whether a user could add printers or not.  Also, the NT4 System Policy only allowed administrators to change approximately 60 user and computer settings whereas Group Policy allowed us to change over 300, plus we could load custom *.adm files to control many MS Office settings.

The fact that we could not apply user environment settings to users was a real stumbling block.  In NT4, we had this nice Mandatory Profile that was applied to all the generic user accounts, however, we only had the option of using generic user accounts.  ASUE IT’s solution was to implement a Dynamic Profile, a profile built from components that reside in several different places by using Group Policy’s Folder Redirection capabilities.  For example, the Desktop Folder and Application Data Folder were tucked away in the systemroot directory (C:\winnt), the Start Menu was server based, and the My Documents folder was redirected to the customer’s AFS user space on the server.   This profile took approximately a minute to build upon each first logon.

Let’s take a look at the Windows 2000 Professional environment from boot to shutdown:

3.1 Boot Process

1. Boot

2. Group Policy Applies (from 20 to 50 seconds to apply, so boot appears to stall at times).

3. Startup Scripts Run: (approximately 5 seconds)

a. start.bat

i. Removes programs from Startup Folders in Start Menu

ii. Synchronizes time with server

b. login.bat, runs Kix32 script that sets the last displayed user who logged on to the name of the generic account and sets the logon domain.

c. ne.vbs script that deletes installations of AOL Instant Messenger and Yahoo Instant Messenger.

3.2 Logon Process

4. CTRL + ALT + Delete Screen.  Logs on using generic account (named the same as the computer name).

5. Workstation builds Dynamic Profile via Folder Redirection (up to 1 minute)

a. Application Data Folder used from single place on C:\ drive

b. Start Menu from location on server

c. Desktop from single place on C:\ drive

d. My Documents folder redirected to customer’s network AFS M:\ drive

6. 
Logon scripts run: (15 seconds)

a. VBScript named S02logon, that:

i. Maps printer and shares based on computer name

ii. Displays warning message about computers automatically logging off if they are left unattended for 15 minutes.

b. Logon.bat script that: (5 seconds)

i. Applies a registry update file

ii. Sets the last displayed user who logged on to the name of the generic account and sets the logon domain.

iii. Copies in user files from a server share that are replaced upon each logon.

iv. Activates the Num Lock.

7. Startup Programs Run:  (20 seconds)

a. ASU Authentication Logon Screen that mounts AFS M: Drive (student file space).

b. QuickRes (Resource Kit Utility that allows users to change screen resolution via an icon in the System Tray).

c. Outlook configuration utility from Office Resource Kit that automatically configures MS Outlook 2000/ XP.

d. AntiVirus updates run by SDAT file executing.

e. ieak.vbs script runs that deletes Internet Explorer imposed icons.

3.3 System is Logged On

8. Customer uses ASU Logon Screen to authenticate to ASU and mount the customer’s AFS served M: Drive (user space).

9. Users have access to all mounted server shares and printers.  Antivirus Software is fully active.

10. KeyServer (application tracking and license metering program) launches.

3.4 Logoff/Shutdown Process

11. Logoff scripts run: (from 15 seconds to 5 minutes depending on if PC-Rdist runs or not, which is set to run once every 24 hours)

a. ne.vbs script runs that deletes installations of AOL Instant Messenger and Yahoo Instant Messenger.

b. Primary logoff VBScript:  

i. Checks to see if customer’s disk/media is left in drive and prompts them

ii. Refreshes Desktop and Quick Launch Toolbar  

c. PC-Rdist.bat, that runs PC-Rdist (program that compares files on a local system to a server file repository and restores files modified on the local system).

The Windows 2000 Professional environment was definitely more complex than the NT4 environment.  It took nearly five minutes for customers to get from cold boot to the Desktop at times versus the NT 4 environment that took between two and three minutes.

4. 
EXAMINING THE HYBRID OF THE TWO, THE XP ENVIRONMENT

The transition to Windows XP was exciting because it handles GPOs better than Windows 2000 by loading them faster, or by not loading them if there is not a newer version on the server.  Also, it works better with Kerberos Authentication and mounting an AFS user space that would not work together in Windows 2000.  When creating the Windows XP environment, ASUE IT examined the time it took to load the GPO, build the dynamic profile, and the frequency in which PC-Rdist was run.  Also, is PC-Rdist the best method for file restoration and updates?  Here is the Windows XP environment’s statistics:
Table 3. Windows XP Environment Statistics
Used in Production at ASU East from 2002 to Present

	Number of Major Programs (Office, Photoshop, etc.)
	71

	
	

	Processor Speed at Time of Deployment
	Minimum 350 MHz

Maximum 2.0 GHz +

	Hard Drive Space at Time of Deployment
	Minimum 10 GB

Maximum 80 GB +

	RAM at Time of Deployment
	Minimum 256 MB

Maximum 512 MB +

	
	

	Policy File Size
	1.88 MB

	Imported Registry File Size
	Not Used

	Total Profile Size
	9.16 MB 

525 Files, 173 Folders

	Mostly Server Based or Local
	Local

	Ntuser File Size
	3 MB

	Application Data Folder Size
	5.5 MB

384 Files, 133 Folders

	
	

	Boot Time
	1 minute

	Logon Time
	1 minute, 30 seconds

	Total Time from Boot to Logged on
	2 minutes, 30 seconds

	
	

	Windows Folder Size
	1.23 GB

9265 Files, 602 Folders

	Application Folder Size
	5.5 MB

384 Files, 133 Folders

	
	

	Total Size on Hard Drive
	6.42 GB to a potential growth because of XP Operation to 7.19 GB



ASUE IT was able to decrease boot time in XP because the GPO is applied more efficiently.  However, user profiles are deleted if they are over 24 hours old.  In the Windows XP environment, all 50,000 customers at ASU have user accounts and can potentially log on the system.  If many users have a profile on the system, boot time will increase because the system will take time to delete the profiles.  Also, ASUE IT was able to decrease logon time because of the use of a Default User based profile.  When a build is created, all user settings such as the ntuser.dat file, Application Data Folder, Start Menu, and Desktop Folder are incorporated into the Default User profile.  When a user logs on, it takes a quarter of the time to use this Default User based profile versus the Dynamic Profile because Windows copies the contents of the Default User Profile to create a user’s individual profile on the system.  Also, it saves a lot of time not having to refresh a generic user’s profile like in Windows NT4 and 2000.  A third improvement in the XP build is the consolidation of scripts.  The Windows XP build still uses both VBScript and Kix32, but it relies more heavily on VBScript.  The ultimate goal is to only have one startup, one logon, one logoff, and one shutdown script (a total of four scripts, one for each function) instead of multiple scripts used at each function.

Another benefit of the Windows XP environment is that it is more secure than the other two because of each user having his/her own user profile.  Even though each user has Power User privileges on the system, Group Policy prevents him/her from making a permanent change.  Also, one user cannot access another user’s profile.  This was a concern because the Dynamic Profile in Windows 2000 used files such as the Desktop and Application Data from a common location.  It was possible for a user to change information in the Application Data folder by installing an application.  By doing this, the installation may affect other users.

5. CONCLUSION

Is Robust better?  Yes and no.  The NT4 environment was a template based, forced user environment.  Users did not have the option of changing much because everything resided on the server and the profile that was copied down locally was deleted upon logoff.  It was efficient because it was simple.  The Windows 2000 environment introduced the potential for individual user profiles and used Microsoft’s first production attempt at Active Directory based Group Policy.  Windows 2000 was at a disadvantage because ASUE IT used it to implement many firsts for our environment.  Since the environment was more robust, the longer the logon, and the more customer complaints.  With Windows XP, ASU East IT brought back some of the simpler concepts used in the NT 4 build but left the robust capabilities.  Mainly, consolidating scripts and implementing the Default User based profile.  The Default User based profile resembles the Mandatory Profile used in NT4 because of the way it was put together.  When building the Default User Based profile, the administrator uses an account with admin privileges to install all the applications and do all the customizations he wants the user to see such as window size, location, toolbar location for specific applications, Desktop look and feel, etc.  Then, the administrator logs off this account, logs on another account, and exports the ntuser.dat, Application Data, Desktop, and Start Menu folders to the Default User Profile.  

It is easy to get caught up in the capability of Windows 2000 and XP when administering labs.  The increased capability means larger file sized profiles and policies, and a longer boot and logon time.  Only run scripts and policies when necessary and consolidate scripts when possible.  Also, only apply policy files if they are changed.  Applications such as PC-Rdist are wonderful file synchronization tools and ways to remotely install applications, however, only run them when necessary.  If it is possible to implement a mixed solution such as PC-Rdist and Deep Freeze, that is the way to go.  Use programs such as Deep Freeze, which restores a system to its original installed condition upon reboot, when it is not necessary to remotely install applications.  The bottom line to the customer is time.  A robust environment is good, but simpler is faster to the customer.
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