Ouch! This is a Tough Academic Deployment

Description of Academic Windows Build Deployment for the OptiPlex GX260

February 24, 2003

Purpose:

This document describes one of the most challenging academic deployments and the steps taken to make the deadline.  The goal is to understand the process, what can go wrong, how to recover from it, and how to work efficiently while going through the process.

Setting:

The ASU East American Indian Program has eight Dell OptiPlex GX260s that they would like the Academic Build installed on.  The GX260 is a model of Dell that does not have an existing Academic Ghost image for it because it is a new model.  IT East Academic Computing chose to support this because the new Dells they will purchase before July 1 will be OptiPlex GX260s, so they might as well support them sooner than later (less work later).

Friday (2/21), IT East contacts AIP and borrows a GX260 to create the build on.  They make arrangements to have the AIP staff set up the other 7 computers so that IT East, when ready, can come in and simply Ghost the new Academic Image onto the computers.  The AIP office closes at 5:00pm on Friday.  AIP staff sets up the computers over the weekend and expects the GX260s to be completely up and running by 8:00am Monday morning when they reopen. 

The project was projected to take five hours.  Scotty from Star Trek would have said, 

“Jeepers man, you didn’t tell the Captain that it would be done in the most efficient amount of time, did you?  You’re supposed to tell the Captain that it will take three times as long as it actually should.  That way, when you’re done early, everyone thinks you’re a miracle worker!”  

By the end of the project, I realized I should have taken Scotty’s advice.  It really took thirteen hours and x minutes to deploy.


Process

Creating the Image:

1. Install Windows XP, Download Drivers, and Run Updates.

The Windows XP install took approximately a half hour.  The GX260 contains drivers that are not included on the Windows XP CD (video, audio, and network) (snag #1).  To install these, I used another computer to download the drivers from http://support.dell.com and burned them to CD.  It took approximately a half an hour to locate and install the drivers.

Next, scan the system for the latest updates from http://windowsupdate.microsoft.com and install them.  Note:  Do no install Windows XP Service Pack 1.  This process took approximately 45 minutes.

Configure Windows so that it has:

- Classic Start Menu
- Classic Desktop Theme/Appearance
- Use local Group Policy to define
- Classic Mode Log on
- Change Folder View so that they are viewed by detail and show all hidden files and folders (including operating system files)

This process takes approximately a half hour.  Total setup time so far: 
2 hours and 15 minutes.

2. Ghost a backup of the base build so that the next time you update the build, you don’t have to go through the whole process of installing Windows XP.  Just restore the computer from the Ghost image and run the Windows Update Website to get the latest upgrades and updates.

When attempting to Ghost the image up, I discovered there was no known Ghost Boot Disk for the GX260s Intel Pro 1000 NIC (snag #2).  I tried to make one using the DOS driver and NDIS settings.  To do this, I downloaded the Intel Pro adapter drivers from http://www.intel.com.  I took the DOS driver to the EASTSTU4 Ghost Server and attempted to make a Ghost Boot Disk using the Ghost Boot Diskette Wizard.  There were several unsuccessful attempts to do this that took approximately two hours.


Creating the Image Cont.:

Next, I visited http://www.symantec.com and searched the Knowledge Base for Intel Pro 1000 Adapter.  This resulted in an article that stated to add the driver name of e1000$ to the Ghost Boot Diskette Wizard Template on the Ghost Server.  After doing his, the Ghost Boot Diskette Wizard created a working boot Disk.  This took approximately a half an hour.

I attempted to Ghost the image to the server using a 100MB network cable connected to a 10/100MB hub.  The hub is connected to the Ethernet port for the office.  When I started the Ghost, I noticed that the Intel Pro NIC auto negotiated at 100Mb Half Duplex.  The Ghost Session said it was going to take five hours to complete for just 2.0GB of data (snag #3).  I stopped the Ghost Session, changed to a network cable that went directly into the wall Ethernet port (not through the hub), and reinitiated the upload session.  The NIC still auto negotiated at 100MB Half Duplex, but the Ghost upload took a half hour using high data compression.  

As the Ghost session uploaded, I created 10 Ghost Boot Diskettes from the Boot Disk Wizard on the server.  To get Ghost to work, create the boot disks, and complete the upload took a total of two hours and forty five minutes.  Total time so far… 5 hours.


3. The next step is to restore the NT Backup of the Academic Build that was created on the GX1p to the GX260.  First, I logged on as the local administrator, mapped a drive to the network share where the NT backup file resides, and restored the system state and all the files except for the C:\windows\system32\drivers folder.  This took approximately forty minutes to restore.

Upon completion, I rebooted and reinstalled all the drivers (video, network, and audio).  After the installation, I restored the C:\documents and settings folder from the backup file and replaced any existing files that were there.  This took approximately a half hour.  During this wait time, I set up the network printer.  


4. 
Preparing the build to be syspreped and Ghosted up.

Next, I uninstalled the AFS Client and installed the Roxio EZ CD Creator.  I verified on Dell’s website that these computers had CD Burners.  I rebooted and reinstalled the AFS Client.

To prepare the system to be syspreped, I copied three folders in from the MSI$\install\winxp\sysprep directory.  These are C:\transit, C:\windows\c3, and C:\sysprep.

After, I cleaned up the Start Menu by deleting unnecessary items from the C:\documents and settings\all users\desktop and start menu folders so that they were basically empty.  Then, copied items from the Default User profile to the All Users profile.  The only directories left in the Default User profile after the copy are:

\adobe\acrobat
\help
\identities
\InterTrust
\InterVideo
\Microsoft (all)
\Microsoft Web Folders

To complete the process to prepare for sysprep:

- Launch Regedit to remove the list of recently mapped network drives
- Clear the recently accessed files and programs list in the Start Menu (do by right clicking on the Task Bar and click Properties)
- Reset the local Administrator Password to blank
- Clear the Event Viewer
- Empty the Recycle Bin
- Copy the icons from the C:\transit\desktop folder to C:\documents and settings\default user\desktop
- Run the registry update C:\transit\sysprep\sysprep.reg
- Run sysprep at C:\sysprep\sysprep.exe

At the Sysprep application screen, check the boxes beside where it says Mini Setup and beside Preactivated.   After this, close all windows except for the Sysprep dialogue box and click the Reseal Button.  After this, the system will warn you about changing SIDS and about the final sysprep process.  Click OK.  The system will run sysprep and shut down.

The process from the end of the first Ghost to Sysprep takes approximately a half hour.  Total time so far… 6 hours

5. Ghost the GX260 Academic Image up to the server using High compression.  This takes approximately forty minutes.  During this wait time, I created the computer and generic user accounts.


Create Computer and Generic User Accounts

1. Log on to a local server using a Domain Administrator account.


2. Launch Active Directory Users and Computers and Change the Default Domain Group Policy so that passwords can be 0 characters.

The Default Domain Policy is located if you right click on the Domain name (east.ad.asu.edu) at the very top of the list and click Properties.  You’ll see the Default Domain Group Policy listed.  Click the Edit… Button.


3. Go into the Acad Users OU and right click on one of the accounts.


4. Copy it.  In the AIP case, I copied it 9 times and renamed the copies to AIP102PC01, AIP102PC02, etc.  Note:  rename the account, don’t change any of the options such as changing the password.


5. Go into each of the new accounts and make sure their group memberships are correct.  In the AIP case, they should not be a member of the TECH related group.


6. For each of the new accounts, click the Account Tab.  Then click the Log on to… Button.


7. Make sure that only the computer named the same as the user account name can log on.  For example, the computer AIP102PC03 should be the only computer listed under the “Only allow these computers to use this account” list for the user account named AIP102PC03.  

Note:  to change this, you must completely remove the computer name listed and add the new one in, simply clicking the Edit… Button won’t work.


8. Go to the E.ACAD OU


9. Go to the ACAD.SITES sub OU


10. 
Create the computer accounts within the ACAD.SITES sub OU so they get the Group Policy that is applied to that Sub OU.  To do this, right click below the very last computer account (you will have to scroll to the bottom of the list).

Click New, and choose Computer.  Name the computer AIP102PC01 (or whichever you are adding).  

Under where it says, “Who can join this computer to the Domain:” type east\unattend.  We want the unattend account to have the rights to join this computer.

Repeat the above process however number of times you need to so that computer accounts are pre-created for the computers you will connect, configure, and expect to get the Group Policy.


11. Create a Domain Local Security Group for the computers you just added if they are for a non existing site or classroom.  For example, I created the group E.ACAD.AIP.

Add all the computer and generic user accounts that contain AIP102 to this group.  When finished in my case, there were 16 because there were 8 user accounts and 8 computer accounts.


12. Change the Default Domain Group Policy back so that it requires users to have at least a six-character password within the EAST Domain.


13. Make sure the generic user accounts you created in step 4 are disabled because they are only supposed to be enabled when the ASU.EDU (Kerberos Realm) Domain is not available or the Internet link is down going to the Main Campus.
Test the Image

1. Take the machine you just Ghosted up and reboot it.  Go through the configuration process.  Make sure it automatically joins the Domain and gets the Group Policy.


2. Log on to the system and test the applications.  Make sure all can print, save, and that the I:\ network drive mapped properly.

This process takes approximately an hour.  A total time of 7 hours and forty minutes.

Deployment:  
Ghosting and Configuring

1. Prepare a Ghost Multicast Session for 8 computers.

Initially, the 8 client computers could not find the Multicast Server when trying to connect.  After struggling for a half hour, I determined that the server’s IP address had to be entered in addition to the Multicast Session name in order for the Ghost Clients to find the server (snag #4).


2. The image started Ghosting down to the clients, but took an hour and 40 minutes to complete.  Upon completion, all the computers blue screened during the system setup (snag #5).  


3. To find out why they blue screened, I Ghosted down just to the test GX260 in my office.  This took approximately a half hour to Ghost Down.


4. Upon completion of that Ghost, I successfully configured the test system and logged on normally.  All tests checked out.  The only difference between this Ghost Session and the first was that the source and destination hard drive sizes matched exactly.  They did not before, so I suspect that’s why they blue screened. 


5. Ghost the image down to the eight computers again.  This took approximately an hour and forty minutes to complete.  


6. The computers rebooted upon the Ghost Session completing and asked to be named.  I renamed them, set the Bios so that the computers have a Bios password and they boot from Hard Drive Only.  This took ten minutes to complete.


7. Next, the computers are not in a subnet that uses DHCP like the rest of the computing sites.  Each of the eight had their IP information manually entered (snag #5).  After they were IPed, they had to manually be joined to the Domain.  Both processes took approximately fifty minutes to complete.

The Ghosting and configuring took approximately 5 hours and thirty minutes to complete.  

Total project time:  Thirteen hours and ten minutes.

Set up the Network Printer

1. Log on to the server that you want to set up the network printer on.  In this case, it is EASTSTU1.


2. Create a local printer and map a new port to the printer’s IP address.


3. Select the model of printer that you’re mapping to.  In this case, it is an HP LaserJet 4000 PS.  Note:  Always use the PostScript driver because this works better with Adobe Acrobat and creating PDF files.


4. Name and share the printer as the room number that it is in +PRT.  In this case, it is AIP102PRT.


5. Assign the following permissions to the printer:
ASUEAST\Domain Users = Print
Authenticated Users = Print
EAST\Domain Admins = full control
EAST\E.ACAD.OUadmins = full control
EAST\E.ACAD.CSS = Manage Documents
ASURITE\Domain Computers = none
AD\Domain Computers = none
Student\Domain Computers = none
West\Domain Computers = none
WestStudent\Domain Computers = none

6. Print a test page.

Update Login Script

1.
Update the primary logon script to map the application share and printer based on the new site computer names.  For AIP, the new lines look like:

REM *******************************

REM   Map Printers and Drives for AIP Site

REM *******************************

ElseIf (WshNetwork.ComputerName>="AIP102PC01") and (WshNetwork.ComputerName<="AIP102PC08") Then

    WshNetwork.MapNetworkDrive "i:", "\\eaststu1.east.ad.asu.edu\appsxp"

     WshNetwork.AddWindowsPrinterConnection "\\eaststu1.east.ad.asu.edu\AIP102PRT"

    WshNetwork.SetDefaultPrinter "\\eaststu1.east.ad.asu.edu\AIP102PRT"
Timing/Efficiency Lesson

To make the build process go by faster, use time efficiently.  Certain processes take longer than others.  If you can use the time while a long process is running (such as a ghost) to do another task during it (making boot floppies or creating accounts), do it.  A lab build and configuration takes a long time to produce.  The more items you can do at the same time (to utilize the time when you’re waiting for another process to finish), the better.
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